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Data protection and information security training
In the UK, there are two data protection laws that we must follow. These are the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
What do you need to know?

· The GDPR applies to ‘personal data’, which means any information that can be used to identify someone.  This can include a name, a photo or an email address.

· Some personal data is seen as sensitive and needs more protection. This can include information about an individual’s ethnicity, religion, political views, sexuality, health and disability.

· You must have a good reason for collecting and keeping the information and you must not collect it if you are not going to use it. Never collect information just in case. Staff will give you guidelines on this.

· We have to keep a record of all of the information held by the Council. This record shows us who we are sharing information with and how long we must keep this information for. 

· We must tell our customers what we are doing with their information and how we are keeping it safe. This is done through a Fair Processing Notice and these are published on our website: https://www.leicestershire.gov.uk/data-protection. There are links to this on the evaluations we send out, if you want to know more speak to your CPW.

· People have more rights (as ‘data subjects’) than they did in the past. 

What should I do?

If your role involves having access to personal data on behalf of Leicestershire County Council it is your responsibility to ensure that information is looked after correctly. Incorrect use of information can have serious consequences for the council, its employees, contractors and the public. It can lead to fines, damaged reputation, loss of trust from our customers, disciplinary action for employees, referral to police for contractors and can in some cases, place our service users at risk of harm or distress. 

People expect that we will look after their personal information. No matter where you are working, when dealing with personal and sensitive information, you should:

· Only use personal information if there is a clear reason to do so

· Be aware of who is around you when you discuss customer’s personal information

· Ensure access to buildings or equipment is not given to anyone outside of the council

· Use lockable cupboards and bags to store sensitive personal information.  

· Dispose of any personal information in a shredder or bring into the council to be disposed of in the confidential waste bins

Don’t:

· Use information for any reason other than what it was collected for

· Discuss a customer’s personal information with anyone who isn’t entitled to it 

· Repeat personal or sensitive information that you may accidentally overhear

· Leave personal information unattended 

· Dispose of personal information in a general waste paper bin

Remember that we all have a responsibility to keep the council and customers information safe. You should always treat your information like a wallet containing a large sum of money. You would do everything possible to make sure it was kept safe, so you should always take the same care with council and customers information.

Everyone also has a duty to report anything that is, or could lead to, an information security incident as soon as possible. This is where information that could cause potential harm and distress to people, or damage to the council, has been:

· Lost or stolen

· Inappropriately accessed

· Changed or released

· Disposed of incorrectly

If you do become aware of an information security incident or a data breach, get in touch with your project leader who will report it to the Information Governance Team immediately. Under GDPR we have to report most incidents/breaches within 72 hours of finding out, therefore, the Information Governance Team needs to know about incidents as soon as possible.

Further Information

If you have a query about the new laws or require any further information, please speak to you manager/supervisor in the first instance. More information about GDPR and LCC’s Data Protection Policy is available on the Council’s website: https://www.leicestershire.gov.uk/data-protection
If you or your manager/supervisor needs any additional help, you can contact the Information Governance Team by emailing informationgovernance@leics.gov.uk
